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Earlier Iteration of ERM Framework

2013 |

{.(b} l » The onganizafional oonbext . .
ol « Ths Rick Managamsnd oonbext H

» Davelop the criberia

' « Dwaolde the Etrscture
'i ..;. B T

Enterprise Risk Management Framework and Guidance

[ P

Detmrmine sxicting oonfrole

« Datarmine ths Mellhood

« Dabarmins the GONCEQUARTEE.
« Eelimats cvarall fek

Communicate and Consult
Manitor and Review

" mﬂ.ﬂ:m
» Prapars Implsmasiation plan
» Impdamend plane




Updated Risk Management Levels at MnDOT

2018
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Enterprise Risk Management
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In This Framework:

What is Entarprise Risk Mansgement [Page 2]

Why is it important to sctively manage risks [Fage 2}

Where is the process of risk menagement being us=d at MnDOT [Fage 3]
How are key risk management tools informing our decision making (Page 8)

Whe s responsisie for Enterprise Risk Management (Page 9)

Program/P&S

Projects/Activities

Enterprise: Risks to MnDOT’s strategic objectives or risks that
involve multiple levels.

Responsibility: ELT and SLT acting in their capital, governance,
and operation roles.

Programs, Products, and Services: Risks that are common to
groups of projects that achieve strategic objectives.
Responsibility: Management groups in coordination with
Assistant Commissioners.

Projects/Activities: Risks that are specific to individual
projects and ongoing functions.

Responsibility: Office directors, District Engineers, office
managers, and staff.




Tools for Managing Enterprise Risks

* MnDOT's risk register, enterprise risk summaries, Statewide Multimodal Plan =
identify and contextualize the risk categories

* Leadership committees/councils and management groups = assess risks and
provide further contextualization

e MnDOT’s family of plans (e.g., modal and investment plans) and business
plans = Identify risk responses and risk monitoring framework
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ERM Toolbox Example: Risk Assessments

Scenario-based risk assessments

* Focused on specific topic or policy

* Cross-agency group of about subject matter experts

 Recommended (but not required) for agency-level policy or process decisions

* Recently completed assessments: Email deletion rules, mobile device use
policies, expanding electric transmission lines in the Interstate and controlled
access right-of-way, Microsoft OneDrive adoption for MnDOT staff



Scenario-based Analysis Steps

Determine response

Describe agency risks strategies we could

Identify Articulate with each scenario pursue to manage risks

opportunities with : :
i Rate Risks Pre- (Rate Risks Post-
scenarios : (
each scenario response) response)
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MnDOT Agency Risk Register




Ability to Influence (2-4yrs)
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MnDOT Enterprise Risk Register

Enterprise Risk MnDOT Strategic Objective/Goal

Inclusive Workplace

Funding

Succession Planning

Multimodal Access & Mobility
Workplace Safety

Inclusive Public Engagement
Infrastructure Resilience
Response to Transportation GHG
Multimodal Safety

Continuity of Operations

Response to Disruptive Transportation Technologies

Competing Stakeholder Expectations

Workforce Excellence
System Stewardship
Workforce Excellence
Critical Connections / Healthy Communities
Operational Excellence
ODM & Customer Trust
Healthy Communities / System Stewardship
Healthy Communities
Transportation Safety
Operational Excellence
Operational Excellence

System Stewardship/
ODM & Customer Trust
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Maturing the Risk Register

ENTERPRISE RISK
MANAGEMENT

Since adoption of the risk register categories:

1. Evaluating how each of our enterprise risks
has shifted in significance for MnDOT over

Enterprise Risks m‘ DEPARTMENT OF
Enterprise Risks, Connection to Strategy + Current Mitigation TRANSPORTATION

Enterprise Risk Management Defined

efforc v i izati objectives by
managing risks at al levels of the organization.
MnDOT’s Strategic Objectives & Goals
SMTP Objectives (detailed) SOP Goals (detailed)
. + Open Dedsion Making « Customer Trust
+ Transportation safety. = Operational Excelience
« ciitical connections = Werklorce Excallence
« System Stewardship
« Healthy Communities
Enterprise Risks Current.
Inclusive Workplace
opariunicy: A medem and inclusive werkplace that accurately represents the
~poputations in MnDOT's its mission Workforce Excellence

Threat: anan- pl
MnDOT’s ability to serve its mission

2. Any risks that we can remove from this
communication and decision support tool?

Funding
op

- Adequats funding allows MaDOT to address multimodal network gaps System

Threat: F

inabifity to meet system performance targers

Successi
On

Planning
Preparation i and
i MnDOT i

Workforee Excellence
senvice delivery

Threat: Staff. and future instieutionai
knowiedge goss uncaptured resulting in service degradation

Multimodal Access & Mobility

3. What should be added?

Opportunity: A focus on multimodal ecess & mobility ailows MaDOT o provide the Critical Connections /
efficient and affordable movement of peopie and goods throughout Minnesota Healthy Communities
Threat: Modal optic ic g

network for Minnesotans

Workplace Safety
Opy ty i ir ‘health will fostera o
Oy tional Excelle
safety culture that results In ess risk of injury/illness o our employees perstional Brcelience
Threat. Avoidable loss of human ife or serious injury/iliness to empioyees

Inclusive Public Engagement

Opportunity: Inclusive and representatiue engagement in MnDOT's decision making
process improves the public’s canfidence in decisians made

Threat: Decision making at all evels s seen as illegitimate by the public

Customer Trust

Infrastructure Resilience
Afocus

MnDOT to and
Healthy Communities /
‘adapt to impacts from climate change and extreme weather -
Threat: €I weather, especi travel System Stewardship
disrugtions, i ., and i
Response to Transportation GHG Healthy Communities
5/3/2022




How have enterprise risks shifted?

Inclusive Workplace Inclusive Workplace
2 Funding Uncertainty & Variability [ ] Update/modify
-_
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g ‘g | Workforce Stability [ ] Update/modify
5 8
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L { ________________________________ N
Continuity of Operations : Continuity of Operations E Decreased in significance?
: How have the
Competing Stakeholder Expectations enterprise risks [ ] Update/modify
c Inclusive Public Engagement shifted in Inclusive Public Engagement
g significance over
d ~ Response to Disruptive h | ) 5 Response to Disruptive
‘2 P i gj the last years: Transportation Technologies
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o s ] Multimodal Safety Multimodal Safety
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o
|_
Multimodal Access & Mobility Multimodal Access & Mobility
Infrastructure Resilience Infrastructure Resilience I\ Strategic Asset Management i
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ERM Steering Committee

Cross-functional Risk Managers
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From 2019 committee charter:

Active management of agency risks with
leadership and staff

Develop and organize FHWA and State of
MN enterprise risk management
processes for MnDOT

Alignment of risk-based decision making
across the organization

ERM Steering Committee Charge

ERM Steering Committee

Risk Areas

Enterprise/Planning Risk Management
Operations/Project Risk Management
Strategic Plan + Business Plans
Counsel/Policy Development
Sustainability + Resilience
Audit/Internal Controls/Safeguarding
Capital Risk Management

Finance

Emergency Management

State Aid

Information Technology

Human Resources/Labor Relations
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Maturing the ERM Steering Committee

Scope updates in development:

Assist senior leaders, agency management groups, divisions, districts,
and offices in using and maintaining an enterprise risk management
framework to effectively identify, assess, and respond to cross-
functional risks.

Assess whether existing risk responses align with established enterprise
risks strategies and are effective in responding to risks.

Routinely review MnDOT’s enterprise risk management framework and
risk register to assure they align with risk management best practices
and MnDOT'’s strategic objectives.

Support strategies by risk managers to effectively respond to risks.

-
\

SLT

ERM Steering
Committee

Office + Districts
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Thank You!

Jake Granholm

jacob.granholm@state.mn.us
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